
Security Onion Installation Guide 
 

Note: 
This installation guide is for Security Onion installation that is not on the ISO image provided by Security 

Onion. In the example below, it is shown on a Kali box, but other Linux distributions work similarly. 

These steps must be taken to properly install an instance of Security Onion and performing them out of 

order may cause errors.  

 

Manager Node 
 

Hardware Requirements: 
4-8 CPU cores 

16 GB RAM 

200GB to 1TB of disk space 

 

Installation: 

Step 1. 

A user should open a terminal on the machine and run the following command: “sudo apt –y install git 

curl ethtool”. This command will update git, curl, and ethtool commands or verify that they are up to 

date.  

 

 

 

 

 



Step 2. 

Next, a user should run the command “git clone –b 2.4/main https://github.com/Security-Onion-

Solutions/securityonion”. This command will copy the current GitHub repository for Security Onion onto 

the VM.  

 

Step 3. 

Then, a user should run the command “cd securityonion”. This will transer them into the directory 

where the downloaded files are stored. 

 

Step 4. 

Finally, a user should run the command “sudo bash so-setup-network". This will start the configuration 

of a Security Onion instance. 

  

https://github.com/Security-Onion-Solutions/securityonion
https://github.com/Security-Onion-Solutions/securityonion


 

Configuration: 

Step 1. 

A user will first see the screen below, they should use the arrow keys to navigate to <Yes> which will be 

highlighted in red when selected and hit enter.  

 

Step 2. 

Next, a user will see this screen, they should navigate using the arrow keys to the installation that they 

would like to use, for this project it is Distributed, then hit enter. 

 

 

Step 3. 

A user will then see two options, new deployment or existing deployment. Since this is the manager 

node that must come first, select New Deployment, and hit enter.  



 

Step 4. 

Two options for manager nodes will come up, navigate to Manager, then hit enter. 

 

 

 

 

 

 

 

 

 

 

Step 5. 

The next section will ask about agreeing to the terms of Elastic License, type AGREE in the text box, then 

hit enter. 



 

Step 6. 

A box will come up asking what hostname should be set, this is by situation and up to the user. 

 

Step 7. 

A box will come up asking for a short description, this is by situation and up to the user, but can be left 

blank. 

 

 

Step 8. 

It will ask about DNS and network connectivity, click Yes. 



 

It will warn about DHCP and recommends static IP addresses. 

 

Step 9. 

It will ask to select a NIC to use for management or a way to connect, select the best option. 

 

It also asks about direct vs proxy internet connection. 



 

 

 

Step 10. 

It will ask about an email address to be used for Elasticsearch and Kibana. 

 

Step 11. 

It asks how the web interface should be accessed. 



 

 

 

Step 12. 

Example final output: 

 



Forward Node 
 

Hardware Requirements: 
Very dependent on traffic captured. 

 

Installation: 

Step 1. 

A user should open a terminal on the machine and run the following command: “sudo apt –y install git 

curl ethtool”. This command will update git, curl, and ethtool commands or verify that they are up to 

date.  

 

Step 2. 

Next, a user should run the command “git clone –b 2.4/main https://github.com/Security-Onion-

Solutions/securityonion”. This command will copy the current GitHub repository for Security Onion onto 

the VM.  

 

Step 3. 

Then, a user should run the command “cd securityonion”. This will transer them into the directory 

where the downloaded files are stored. 

 

https://github.com/Security-Onion-Solutions/securityonion
https://github.com/Security-Onion-Solutions/securityonion


Step 4. 

Finally, a user should run the command “sudo bash so-setup-network". This will start the configuration 

of a Security Onion instance. 

  



 

Configuration: 

Step 1. 

A user will first see the screen below, they should use the arrow keys to navigate to <Yes> which will be 

highlighted in red when selected and hit enter.  

 

Step 2. 

Next, a user will see this screen, they should navigate using the arrow keys to the installation that they 

would like to use, for this project it is Distributed, then hit enter. 

 

 

 



Step 3. 

A user will then see two options, new deployment or existing deployment. Since this is the forward 

node, select Existing Deployment, and hit enter. 

 

Step 4. 

Select the type of distributed node being selected, in this case Sensor, and hit enter. 

 

 

 

 

 

  



Errors: 
 

Manager Node: 

 

When trying to configure, it fails when trying to complete installation after configuration is complete. 

 

Forward Node: 

 

 

 

 

  



Documents: 
https://docs.securityonion.net/en/latest/installation.html 

https://docs.securityonion.net/en/latest/configuration.html#configuration 

https://docs.securityonion.net/en/latest/post-installation.html#post-installation 

  

https://docs.securityonion.net/en/latest/installation.html
https://docs.securityonion.net/en/latest/configuration.html#configuration
https://docs.securityonion.net/en/latest/post-installation.html#post-installation


Current Installation: 
• Warning about only 164 GB of free space available instead of 200 GB 

• Warning about possibly an unsupported OS 

• Hostname – ubuntu-vm 

• isugridsiem@gmail.com - icpslab@123 

•  

mailto:Isugridsiem@gmail.com


•  
• Use the public IP for Manager node, also for sensor nodes 

• Sensor1 – 6.87.151.110 

• Sensor1 and Sensor3 ping eachother and then install manager node security onion, then ping 

again to see if security onion creates new firewall rules 



•  
• Cannot set up manager node on sensor 3 vm; it fails unsure if this is because the manager node 

is set up on another machine. 

• The pings work before installation and fail pings from other devices after, but can still ping 

them. 

• Online it is declared to be the NIC or NAT not having another IP address or a networking issue. 

•  


