Security Onion Installation Guide

Note:

This installation guide is for Security Onion installation that is not on the ISO image provided by Security
Onion. In the example below, it is shown on a Kali box, but other Linux distributions work similarly.
These steps must be taken to properly install an instance of Security Onion and performing them out of
order may cause errors.

Manager Node

Hardware Requirements:
4-8 CPU cores

16 GB RAM

200GB to 1TB of disk space

Installation:

Step 1.

A user should open a terminal on the machine and run the following command: “sudo apt —y install git
curl ethtool”. This command will update git, curl, and ethtool commands or verify that they are up to
date.

|ll

|- [~/Desktop
: install git curl ethtool
Reading package lists ... Done
Building dependency tree ... Done

Reading sta information ... Done

git is already the newest version (1:2.3
curl is already the newest version (
ethtool is : '

not upgraded.




Step 2.

Next, a user should run the command “git clone —b 2.4/main https://github.com/Security-Onion-
Solutions/securityonion”. This command will copy the current GitHub repository for Security Onion onto
the VM.

~/Desktop

ing obje :
Resolving deltas:

Step 3.
Then, a user should run the command “cd securityonion”. This will transer them into the directory
where the downloaded files are stored.

~/Desktop
securityonion

~/Desktop/securityonion

Step 4.
Finally, a user should run the command “sudo bash so-setup-network". This will start the configuration
of a Security Onion instance.


https://github.com/Security-Onion-Solutions/securityonion
https://github.com/Security-Onion-Solutions/securityonion

Configuration:

Step 1.

A user will first see the screen below, they should use the arrow keys to navigate to <Yes> which will be
highlighted in red when selected and hit enter.

1 Security Onion Setup - 2.4.20 |

Welcome to Security Onion Setup!

You can use Setup for several different use cases, from a small
standalone installation to a large distributed deployment for your
enterprise. You can learn more in the documentation at:
https://docs.securityonion.net/en/2.4

Setup uses keyboard navigation and you can use arrow keys to move
around. Certain screens may provide a list and ask you to select one or
more items from that list. You can use the Space bar to select items
and the Enter key to proceed to the next screen.

Would you like to continue?

Step 2.
Next, a user will see this screen, they should navigate using the arrow keys to the installation that they
would like to use, for this project it is Distributed, then hit enter.

Security Onion Setup - 2.4.20 |
what kind of installation would you like to do?

For more information, please see:
https://docs.securityonion.net/en/2.4/architecture.html

IMPORT Import PCAP or log files

EVAL Evaluation mode (not for production)
STANDALONE Standalone production install
DISTRIBUTED Distributed install submenu

DESKTOP Install Security Onion Desktop

<Cancel>

Step 3.
A user will then see two options, new deployment or existing deployment. Since this is the manager
node that must come first, select New Deployment, and hit enter.



1 Security Onion Setup - 2.4.20 [
Do you want to start a new deployment or join this box to
an existing deployment?

New Deployment Create a new Security Onion deployment
Existing Deployment Join to an existing Security Onion deployment

<0k> <Cancel>

Step 4.
Two options for manager nodes will come up, navigate to Manager, then hit enter.

Security Onion Setup - 2.4.20 |
Choose a distributed manager type to start a new grid.

See https://docs.securityonion.net/en/2.4/architecture.html for
details.

Note: MANAGER is the recommended option for most users. MANAGERSEARCH
should only be used in very specific situations.

MANAGER New grid, requires separate search node(s)
MANAGERSEARCH New grid, separate search node(s) are optional

<Cancel>

Step 5.
The next section will ask about agreeing to the terms of Elastic License, type AGREE in the text box, then
hit enter.



{ Security Onion Setup - 2.4.20 }

Elastic Stack binaries and Security Onion components are only available
under the Elastic License version 2 (ELv2):
https://securityonion.net/license/

Do you agree to the terms of ELv2?

If so, type AGREE to accept ELv2 and continue. Otherwise, press Enter
to exit this program without making any changes.

AGREEM - = —— - - .

<Cancel>

Step 6.
A box will come up asking what hostname should be set, this is by situation and up to the user.

| Security Onion Setup - 2.4.20 |
Enter the hostname (not FODN) you would like to set:

<Cancel>

Step 7.

A box will come up asking for a short description, this is by situation and up to the user, but can be left
blank.

| Security Onion Setup - 2.4.20 |
Enter a short description for the node or press ENTER to leave blank:

<Cancel>

Step 8.
It will ask about DNS and network connectivity, click Yes.



Security Onion Setup - 2.4.20 |

Since this is a network install we assume the management interface,
DNS, Hostname, etc are already set up. Select Yes if you've already
configured these settings. Otherwise, select No to quit.

<No>

It will warn about DHCP and recommends static IP addresses.

{ Security Onion Setup - 2.4.20 }|
WARNING: Using DHCP can cause problems if your IP address changes. If
you want to use DHCP, make sure that you have a DHCP reservation so
that this does not occur. Otherwise, use a static IP address to be
safe.

Press the Enter key to continue.

Step 9.
It will ask to select a NIC to use for management or a way to connect, select the best option.

Security Onion Setup - 2.4.20 |
Please select the NIC you would like to use for management.

eth® 00:0c:29:27:d6:36 Link UP

<0k> <Cancel>

It also asks about direct vs proxy internet connection.



{ Security Onion Setup - 2.4.20 |
How would you like to connect to the Internet?

"Direct"” - Internet requests connect directly to the Internet.
"Proxy" - proxy the traffic for git, docker client, wget, curl, apt,
and various other SO components through a separate server in your
environment.

Proxy

<0k> <Cancel>

Step 10.
It will ask about an email address to be used for Elasticsearch and Kibana.

Security Onion Setup - 2.4.20 |
Please enter an email address to create an administrator
account for the Security Onion Console (S0C) web
interface.

This will also be used for Elasticsearch and Kibana.

<Cancel>

Step 11.
It asks how the web interface should be accessed.



Security Onion Setup - 2.4.20
How would you like to access the web interface?

Whatever you choose here will be the only way that you can access the
web interface.

If you choose something other tham IP address, then you'll need to
ensure that you can resolve the name via DNS or hosts entry. If you are
unsure, please select IP.
Use IP address to a ss the web interface
HOSTNAME Use hostname to access the web interface
OTHER Use a different name like a FQDN or Load Balancer

<Cancel>

Security Onion Setup - 2.4.20 |
Enter a single IP address or an IP range, in CIDR notation, to allow:

<Cancel>

Step 12.
Example final output:

The following options have been set, would you like to proceed?

Security Onion Version: 2.4.20

Node Type: MANAGER

Hostname: kali

Management NIC: eth®

Management IP: 192.168.66.130

Proxy: N/A

Allowed IP or Subnet: 192.168.66.132
Web User: westinchamberlain@gmail.com

Press the Tab key to select yes or no.




Forward Node

Hardware Requirements:
Very dependent on traffic captured.

Installation:

Step 1.

A user should open a terminal on the machine and run the following command: “sudo apt —y install git
curl ethtool”. This command will update git, curl, and ethtool commands or verify that they are up to
date.

|-[~/Desktop
: install git curl ethtool
Reading package .. Done
Building d E ... Done

on ... Done
it is already the newest version
curl is z
ethtool is a
@ upgraded,

Step 2.

Next, a user should run the command “git clone —b 2.4/main https://github.com/Security-Onion-
Solutions/securityonion”. This command will copy the current GitHub repository for Security Onion onto
the VM.

~/Desktop
in https: ithub.co urity-onion-Solutions/securityonion

Step 3.
Then, a user should run the command “cd securityonion”. This will transer them into the directory
where the downloaded files are stored.

~/Desktop
securityonion

~/Desktop/securityonion



https://github.com/Security-Onion-Solutions/securityonion
https://github.com/Security-Onion-Solutions/securityonion

Step 4.
Finally, a user should run the command “sudo bash so-setup-network". This will start the configuration
of a Security Onion instance.



Configuration:

Step 1.

A user will first see the screen below, they should use the arrow keys to navigate to <Yes> which will be
highlighted in red when selected and hit enter.

1 Security Onion Setup - 2.4.20 |

Welcome to Security Onion Setup!

You can use Setup for several different use cases, from a small
standalone installation to a large distributed deployment for your
enterprise. You can learn more in the documentation at:
https://docs.securityonion.net/en/2.4

Setup uses keyboard navigation and you can use arrow keys to move
around. Certain screens may provide a list and ask you to select one or
more items from that list. You can use the Space bar to select items
and the Enter key to proceed to the next screen.

Would you like to continue?

Step 2.
Next, a user will see this screen, they should navigate using the arrow keys to the installation that they
would like to use, for this project it is Distributed, then hit enter.

Security Onion Setup - 2.4.20 |
what kind of installation would you like to do?

For more information, please see:
https://docs.securityonion.net/en/2.4/architecture.html

IMPORT Import PCAP or log files

EVAL Evaluation mode (not for production)
STANDALONE Standalone production install
DISTRIBUTED Distributed install submenu

DESKTOP Install Security Onion Desktop

<Cancel>




Step 3.
A user will then see two options, new deployment or existing deployment. Since this is the forward
node, select Existing Deployment, and hit enter.

{ Security Onion Setup - 2.4.20 }
Do you want to start a new deployment or join this box to
an existing deployment?

New Deployment Create a new Security Onion deployment
Existing Deployment Join to an existing Security Onion deployment

<Cancel>

Step 4.
Select the type of distributed node being selected, in this case Sensor, and hit enter.

1 Security Onion Setup - 2.4.20 |
Choose a distributed node type to join to an existing grid. See
https://docs.securityonion.net/en/2.4/architecture.html for details.

Note: Heavy nodes (HEAVYNODE) are NOT recommended for most users.

SENSOR Create a forward only sensor
SEARCHNODE Add a search node with parsing
FLEET Dedicated Elastic Fleet Node
HEAVYNODE Sensor + Search Node

IDH Intrusion Detection Honeypot Node
RECEIVER Receiver Node

<Cancel>




Errors:

Manager Node:

20! INFO | E» g command: cp -r ../files/firewall/* /opt/so/saltstack/local/salt/firewall,
Traceback (most recent call last)
File "/home/kali/Desktop/securityonion/setup/../salt/manager/tools/sbin/so-firewall”, line 14 <module>
main()
File "/home, 1i/ ", line
code = r )

line udehost

File "/home/kali/Desktop/! i t/ / line kApply0
return apply(No

File "/home/kali/Desktop/securityonion/setup/ 4 a 4 -firewall”, line 99 pply
proc subproce: r lt-call', ' t

File "/usr/lib/python3.11/subprocess.py”, line 548
with Pop P sk as prc

File "/usr/lib/python3.11/subprocess.py”, line 1024, in _
elf _t s, executabl pre fn, close_fds,
e "/usr/lib/pytho .py", line 1901, in _execute_child
xception_type(errno_num, err._ err_filename)
FileNotFoundErro: [Errno 2] No such file or di: alt-call’
ecking if Elastic Agent update is nec

Executing c ort: curl ry 5 —retry-delay £ ://repo.securityonion.net/file/so-repo/prod/2.4/elasticagent/elastic-agent_S0-8.8.2.ta output E fleet/arti

Tii Time
d Spent Left Speed
52 710M 0 6454k g 0:01:41 6899k
Failure writing output to destination
(23)
ailed with exit code 23; will retry in 10 seconds (1 / 15)

When trying to configure, it fails when trying to complete installation after configuration is complete.

Forward Node:

Security Onion Setup - 2.4.20

This machine currently has 1 NIC, but needs 2 to meet minimum
requirements. Select OK to exit setup and reconfigure the machine.




Documents:
https://docs.securityonion.net/en/latest/installation.html

https://docs.securityonion.net/en/latest/configuration.html#configuration

https://docs.securityonion.net/en/latest/post-installation.html#post-installation



https://docs.securityonion.net/en/latest/installation.html
https://docs.securityonion.net/en/latest/configuration.html#configuration
https://docs.securityonion.net/en/latest/post-installation.html#post-installation

Current Installation:
e Warning about only 164 GB of free space available instead of 200 GB
e Warning about possibly an unsupported OS
e Hostname — ubuntu-vm
e isugridsiem@gmail.com - icpslab@123

The following options have been set, would you like to proceed?

Security Onion Version: 2.4.20
Node Type: MANAGER

Hostname: ubuntu-vm

Management NIC: ens160
Management IP: 10.6.1.118

Proxy: N/A

Allowed IP or Subnet: 10.0.1.111
Web User: isugridsiem@gmail.com

Press the Tab key to select yes or no.

<Yes> <No=>



mailto:Isugridsiem@gmail.com

Zone-1

RTUVM
6.87.151.210

IDS sensor-so
6.87.151.110

/

Firewall VM/Router

IDS sensor-gravwell
6.87.151.120

Zone-2 connected via

RTUVM
6.87.152.210

IDS sensor-so
6.87.152.110

/

Firewall VM/Router

u

IDS sensor-gravwell
6.87.152.120

Zone-3 connected via

RTUVM
6.87.153.210

IDS sensor-so
6.87.153.110

/

Firewall VM/Router

IDS sensor-gravwell
6.87.153.120

connected via
Control Center Zone

SCADA Siemss VM
52.135.80.210

IDS master-so _— s i | connected via .
52.135.80.110 Firewall VM/Router | » WAN

Y

connected via

IDS master-gravwell
52.135.80.120

connected via

Kali Linux
27.37.47.111

SEL Relays connected via

OPAL-RT Realtime Simulator

Use the public IP for Manager node, also for sensor nodes

Sensorl —-6.87.151.110

Sensorl and Sensor3 ping eachother and then install manager node security onion, then ping
again to see if security onion creates new firewall rules



— The following options have been set, would you like to proceed? FAAW

Security Onion Version: 2.4.20

Node Type: MANAGER

Hostname: ubuntu-vm

Description: Master Node
Management NIC: ens160

Management IP: 192.168.1.113

Proxy: N/A

Allowed IP or Subnet: 6.87.144.0/20
Web User: isugridsiem@gmail.com

Press the Tab key to select yes or no.

<Yes> <No>

Cannot set up manager node on sensor 3 vm; it fails unsure if this is because the manager node
is set up on another machine.

The pings work before installation and fail pings from other devices after, but can still ping
them.

Online it is declared to be the NIC or NAT not having another IP address or a networking issue.



